From the companion CD-ROM to the IEEE CS Press book,

"The Anatomy of a Microprocessor: A Systems Perspective,
bv Shriver & Smith

Interrupt Processing
In Concurrent Processors

Wade Walker

Harvey G. Cragon
University of Texas at Austin

Systems architects are faced with many possibilities for designing interrupt-processing strategies that optimize com-
puter resources and performance. This framework of hardware implementation techniques highlights choices for
consideration.

As the complexity of modern processors grows, effec- What is an interrupt?
tive strategies for handling interrupts become increas-

ingly important. To meet the demands of more applica-  Originally, interrupts were used to make 1/0 process-
tions, peripherals, and functions, such strategies must  ing more efficient by eliminating the need for soft-
feature different types and levels of interruptsthat have  ware polling® Later, interrupts subsumed the function
been selectively combined. While many strategies are  of traps (also known as interAadr program inter-
possible, it's a challenge for the designer to determinerypts). Still later, the terminology was unified, and
which interrupt-processing techniques and methods arenterrupts were defined as those events (except
best for optimal system performance. branches) that change the normal flow of program
To help designers systematically explore options for execution’ Because using this definition is simpler
handling interrupts and help researchers compare interthan categorizing interrupts based on cause, which is
rupt-processing strategies, we offer a taxonomy (orthe technique most processor manufacturers use, we'll
classification) of implementation choices. The ap- retain it for our discussion. We will, however, refer to
proach we've developed broadly classifies interrupt- some interrupts by name—for example, 1/O interrupts
processing techniques and implementations into sixand page faults. We also assume, for simplicity, that
phases. the interrupts we discuss are isolated. (For a descrip-
In preparing this taxonomy, we've examined the tion of other interrupts, see the sidebar “Queued and
strategies used in 15 modern concurrent processorgested interrupts.”
(those that can process more than one instruction at a \When an interrupt occurs during process execution,
time), such as the MIPS R4000 and Intel Pentium. Wethe processor must Stop the Current|y executing proc-
extend our findings, as applicable, to interrupt- ess—however briefly—to handle the interrupt. Unless
processing design decisions in general and survey thénhe interrupted process will not resume (which would
different hardware techniques available to designersphe the case with catastrophic interrupts), some state
We concentrate on concurrent processors because thejfformation about the interrupted process is saved.
interrupt-processing systems are more complex thanThen the interrupt is processed, the saved process state

those of nonconcurrent processors, and because thg restored, and the interrupted process is resumed (see
level of concurrency in modern processors is steadilyFigure 1).

increasing.
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Figure 1. Typical interrupt processing.

The fundamental information about a process that e All instructions issued before the one indicated by
must be saved for the process to resume is its program the saved program counter have finished execution
counter. In practice, additional information can be and have modified the process state correctly.
saved, but the program counter is essential to most . A|l instructions issued after the one indicated by
processors, since it defines exactly which instructions the saved program counter are unexecuted and
of the interrupted process have—and have not—com-  pave not modified the process state.
pleted execution. Depending on which instructions
have completed (and which have not) at the time of
interrupt processing, an interrupt can be either precise
or imprecise.

If the interrupt was caused by an instruction, the
saved program counter points to that instruction,
called the interrupting instruction. This instruction

must either be completely executed or completely
unexecuted.

Figure 2 illustrates a four-stage pipeline that ad-
heres to these conditions. In this example, instruction 2
has caused an interrupt. Because the program counter
Precise interrupts are a way to guarantee the fundapoints to instruction 2, instruction 1 and all instructions
mental requirement of an interrupt-processing systembefore it must have finished execution and modified the
namely that after a noncatastrophic interrupt occurs, thegrocess state correctly; instructions 3, 4, and so on must
interrupted process is guaranteed to be able to continube completely unexecuted and must not have modified
executing correctly. Interrupts are precise if the fol- the process state; and instruction 2 must either be com-
lowing three conditiorishold: pletely executed or completely unexecuted.

What are precise interrupts?

Saved
program counter
points to
interrupting
instruction

v

) Fetch Detode Execute Write back )
Instructions Instructions
enter Instruction o | Instruction o | Instruction o | Instruction exit
pipeling 4 . 3 2 il 1 pipeline
- -+ e
Completely Completely Completely
unexecuted instructions executed executed instructions
{or completely
unexacuted)
instruction

Figure 2. Pipeline example of precise interrupt conditions.
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Glossary

Architected register—(or more generally, architected resource) is one whose value is accessible by a machine-
language programmérAn example of an architected register is the EAX register in the Intel Pentium.

Implemented register—(or implemented resource) contains internal processor state that is not accessible by a ma-
chine-language programmer. Examples of implemented resources include register scoreboards, reorder buffers,
latches between pipeline stages, and history buffers.
Internal interrupt—one that is caused by an instruction; an external interrupt is one caused by something external
to the processor.
Interrupt handler—a software program invoked by the processor when an interrupt occurs. It is the interrupt han-
dler’s responsibility to respond to the interrupt if it is recoverable and to relinquish control of the processor when it
is finished.
Interrupting instruction—the instruction that caused an interrupt (if the interrupt is internal). There are no inter-
rupting instructions for external interrupts
Out-of-order execution—description of instructions that execute in a different order from the original program order.
Page fault—an interrupt generated when the processor attempts to access a virtual-memory page that is not resident
in main memory.
Pipelining—a form or processor concurrency that involves breaking instruction execution into several stages and
sending instructions through the stages in assembly line fashion.
Serial instruction execution—state changes are committed in the same order that the instructions entered the proc-
essor. A processor with one pipeline that does no instruction reordering executes instructions serially, although they
are not executed sequentially. A serially correct state (of a processor or a process) is a state identical to that which
would result from serial instruction execution.
Sequential instruction execution—each instruction is executed completely before the next instruction is started. A
concurrent processor can execute instructions sequentially by waiting to issue each instruction until the previous one
has completed.
Super pipelining—a form of processor concurrency similar to pipelining but with more stages.
Superscalar—a form of processor concurrency in which multiple instructions can be issued and retired in every
clock cycle.
Stack—an area of main memory, pointed to by a processor register, where a processor may store state information.
States:
External state—all state information in the entire system that is not part of the internal state. External state en-
compasses cache memory, main memory, and secondary memory, but not processor registers.
Processor state—(also called an internal state) refers to the values of a processor’s registers, both architected
and implemented.
Process state—all information relevant to a process. A process state may encompass the processor state (if the
process is running) as well as partial system state outside the processor, such as values in caches or main mem-
ory.
Trap—an instruction that deliberately causes an interrupt, such as an instruction that invokes an operating system
routine by causing an interrupt.

Reference

1. K. Venkatramani, “A Semantics-Based Approach for the Design and Verification of Concurrent Processors,” doctoral dissenation, Uni
sity of Texas at Austin, Aug. 1990.
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With a precise interrupt, the process state just be-
fore interrupt processing is described as serially cor-
rect. This means that the process state is just as if the
program had been executed serially, one instruction at a
time. With an imprecise interrupt, on the other hand,
the process state just before interrupt processing is not
serially correct.

An interrupt example

Precise interrupts, while not absolutely necessary, offer
a convenient way to implement features that are all but
mandatory on modern processors such as virtual-
memory support.

For example, suppose a designer is working on a
new superscalar processor. The processor will allow
out-of-order instruction issue and completion and is
intended for use in a multitasking, virtual-memory envi-
ronment. Thefirst type of interrupt the designer decides
to implement is the page fault to implement virtual
memory. When a page fault occurs, the current process
is suspended, the necessary page loads, and the process
resumes as if the page fault had not occurred. (See Fig-
ure 3)

The designer ensures that the original process can
resume successfully by making the page fault a precise
interrupt, with the faulting instruction completely un-
executed. Therefore, to resume the original process
after the memory page loads requires only that instruc-
tion fetching resumes with the faulting instruction.

The fundamental requirement of interrupt-
processing systems can also be met without making
interrupts precise. For example, strategies listed in a

point where an interrupt occurred without satisfying
Smith and Pleszkun'’s three conditions.

Implementing interrupt-processing
systems

Interrupt-processing systems can be implemented in
many ways. Some techniques, like history buffers, are
general enough that the designer could make all proces-
sor interrupts precise, depending on the desired end
result. With other strategies, such as adding special-
purpose registers to a processor, the designer might
make only one type of interrupt precise—for example,
I/O interrupts.

Some commercial processors make only the bare
minimum of interrupts precise. This is the strategy cho-
sen by Digital Equipment for its Alpha microprocessor.
The Alpha’s page faults are precise interrupts; how-
ever, its arithmetic interrupts are imprecise unless the
user issues a special instruction to the processor after
an arithmetic instruction. This special instruction,
TRAPB, prevents any more instructions from issuing
until the arithmetic instruction has exited the pipeline,
which effectively ensures that the processor state will
be serial. The Alpha’s design and implementation were
effectively simplified by means of allowing for impre-
cise interrupts.

The choice of whether to make a particular interrupt
precise or imprecise is usually based on difficulty of
implementation. Generally, it's easier to implement
precise interrupts than imprecise ones, assuming that
both fulfill the fundamental requirement of interrupt-
processing systems. However, imprecise interrupts
sometimes result in higher performance, since they

later discussion under ‘“instruction continuation” are avoid the overhead of ensuring that Smith and Plesz-
imprecise because they continue execution from thekun's three conditions are met.

Time E E E
Original : Page fault : Requested : Qriginal
process | handler | page | process
runs . sends . becomes . continues
' request for! available
. pageto | |
i /O system | |
1 1 1
b? Pr—b
FPage fault  Another Original
Qccurs process process
{original starts restarts
process is
suspended)
Figure 3. Page-fault interrupt processing.
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Figure 4 Processor state serialization with in-order instruction execution.

Serializing the processor state

out-of-order issue and completion and whether or not

an instruction issued after an interrupting instruction
has caused a processor state change. Figure 5 shows a
processing case that benefits from additional hardware.

The instructions shown in Figure 5 have been reor-
dered by the processor. Instructions 1 and 5 have al-
ready modified the processor state, and instruction 3
has caused a page fault. Extra interrupt-processing
hardware is required to undo the state changes caused
by instruction 5 so that processing can later resume
from instruction 2 (or, alternatively, to ensure that in-
struction 5 doesn’t cause any permanent state changes
until all previous instructions have completed). When
instruction 3 is reached again after the new memory
page loads, a page fault will not occur.

To implement precise interrupts, the processor state
must be serially correct before the processor state can
be saved and interrupt handling can begin. The proces-
sor state can be serialized in one of two ways. (Serial-
izing the processor state means making the state of the
processor serialy correct, either by not alowing it to
become serially incorrect or by fixing it if it is serialy
incorrect.) The first and easiest method, allowing in-
structions before the interrupting instruction to com-
plete execution and cancelling those after the inter-
rupting instruction, works only on a processor that does
not allow out-of-order instruction issue or completion;
moreover, if the interrupt is internal, the processor state
must not be changed by any instructions issued after the
interrupting instruction (see Figure 4).

The interrupt shown in Figure 4 is internal, with in- _
struction 3 being the interrupting instruction. If instruc- ~ Saving the process state
tion 3 had been designed to cause an interrupt—such aghe interrupt-processing hardware we describe gener-
a debugging instruction—then, depending on the proc-ally affects theprocessor state only, because an exter-
essor, the saved program counter could have pointed toal state rarely needs modification to ensure that a pro-
instruction 4. If the interrupt had been external, the cess resumes. We use the broader terogess state
saved program counter could have been placed at thinstead because it is theoretically possible to change
discretion of the processor designer as long as it and alktate external to the processor during interrupt proc-
the instructions issued after it had not yet changed theessing. (An example of an interrupt-processing strategy
processor state. that causes external state changes is a checkpointing

A second technique to serialize processor state instrategy that checkpoints main memory periodically
volves adding extra interrupt-processing hardware toand resumes a process from this checkpoint state after
the processor. This technique can work regardless ofnterrupt processing.)

Saved
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Figure 5. Processor state serialization with out-of-order instruction execution.
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Queued and Nested Interrupts

Including interrupts that occur simultaneously (or during the processing of other interrupts) in our taxonomy would
have made the taxonomy unwieldy. Because queued and nested interrupts affect most interrupt-processing strategies

in the same way, it's simpler to discuss them separatetyiefied interrupt occurs while another interrupt is being
processed but is not processed itself until that first interrupt is completeektel interrupt occurs while another
interrupt is being processed, and it preempts processing of the first interrupt until the nested one completes.

Table A lists the processor designer’s choices for allowing queuing, nesting, or botlurféneinterrupt refers
to the interrupt now being processed; tieev interrupt refers to the interrupt that occurs during the processing of the
current interrupt, regardless of levels.

In other words, if arexternal interrupt occurs while processing another interrupt, the external interrupt can be
safely queued until later, since the current interrupt can finish processing without having to process the new one. But
if aninternal interrupt occurs while processing another interrupt, it must be nested because the current interrupt can-
not finish processing without first processing the new one.

Most concurrent processors avoid the problem of unnecessarily providing many levels of interrupts by disabling
new interrupts during interrupt processing (for external interrupts) or by stopping execution and signaling an error if
another interrupt occurs (for internal interrupts). This saves them from having to handle nested interrupts.

Table A. Queued and nested interrupts.

Current interrupt New interrupt Options
External External Queue or nest
External Internal Nest
Internal External Queue or nest
Internal Internal Nest

In any processor that allows interrupts, the inter- was not serialized. This is because saving a serial state
rupt-processing system saves enough process state imsually requires just a program counter; saving a nonse-
formation for the original process to resume after anrial state requires saving more complex information
interrupt occurs. The process state is saved in two difthat specifies which instructions have been executed
ferent places: The process state that is not part of thend which have not. Because stack operations are rela-
processor state is usually stored by the operating systertively slow, saving a small state can reduce interrupt-
in main or secondary memory, and the processor stat@rocessing time despite the additional time spent to
is usually saved directly by the processor. The time toserialize the processor state.
service interrupts depends heavily on how much proc- The MC88100, on the other hand, continuously
ess state is saved and where. To illustrate this, we consaves register values in shadow registers. When an in-
sider two processors, Motorola’'s MC68030 and terrupt occurs, the state of the shadow registers is “fro-
MC88100. We assume that the process states stored ®en” and not allowed to change while the interrupt han-
the operating system in either case are about the samdler is run. After the interrupt handler runs, the registers
size. are restored from the values preserved in the shadow

When an interrupt occurs, the MC68030 serializesregisters.
its processor state and saves the program counter and Because the processor state is continuously saved
other registers on the stack before running the interrupinside the processor rather than to the stack when an
handler. After the interrupt handler is run, the registersinterrupt occurs, interrupt handling on the MC88100 is
are restored from the stack. Although serializing the more time-efficient than on the MC68030. However,
processor state requires extra time, in this case it ighe lower latency of interrupt processing is gained at
worth it because serialization allows a much smallerthe expense of additional chip real estate to accommo-
state to be saved to the stack than if the processor stattate numerous shadow registers.
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Hardware possibilities

Interrupt-processing hardware performs one of two
functions. saves the processor state or serializes the
processor state. In most processors, the processor state
is first serialized, then saved. In theory, serialization
would not be required if enough processor state were
saved; however, the more processor state is saved, the
longer the interrupt-processing latency tends to
become.

State-saving hardware

In choosing a technique, designers will consider at least
five kinds of state-saving hardware.

Stacks. The most common type of state-saving
hardware is a simple stack. The program counter and
associated information are saved on the stack when an
interrupt occurs. Because external memory access is
relatively slow, only the program counter and some
registers are usually saved.

Shadow registers. In a shadow register implemen-
tation, some or al of the normal processor registers are
associated with counterparts known as shadow regis-

there can be many shadow registers, especially since
even the latches between pipeline stages must be saved
to completely obviate state serialization, and this re-
quires a lot of space on the chip.

Shadow stacks. These are functionally identical to
shadow registers, except that each shadow register is
replaced by a shadow stack. Each shadow stack serves
the same purpose as an individual shadow register.
Each time the value of a shadowed register is changed,
the old value is pushed onto the shadow stack. Normal
register values can be restored from the shadow stack
when an interrupt occurs. Shadow stacks have an ad-
vantage over shadow registers in that, since more than
one old value of a register may be saved in a shadow
stack, nested interrupts can be accommodated by a
shadow stack mechanism.

One hardware implementation we classify as a
shadow stack is program-counter stack mechanism.®
Shadow stacks are provided for three processor regis-
ters whose values might have to be restored for certain
types of interrupts.

Checkpointing hardware. This type of hardware
can save external state changes for interrupt processing
(the other implementations work only for processor

ters. By “normal” we mean architected and imple- tate changes). Checkpointing saves either the entire
mented registers. Each time a shadowed register’s valud 9es). b 9
éxternal state or all the changes made to the external

changes, the normal register’'s old value is saved in the tate durina a specific ime period. Because the amount
shadow register. When an interrupt occurs, the normar’ gasp P ’

register values can be restored from the shadow regisgf external state can be 'afge’ checkpointing generally
aves the state either to primary or secondary memory.

ters to serialize the processor state. Shadow registe wu and Paft elaborate on this technique in out-of-
values cannot be changed by an instruction until the : q
order execution processors.

processor is assured that the instruction will not cause
an interrupt.

The Intel 80486 processor, for example, uses Auxiliary processor. This is simply a second proc-

shadow registers to save processor state (although the (S)’fov:/;ir:zt gzn\?vli?r? :]r? ilrrl]tt::rz:?tir\lerlﬁj t?eorpac'gnrt)irr?;:;'
are not specifically named in the literature). For page . ( ! . pY) ;
faults, some of the processor registers’ values are reProcessing (as W'Fh an external interrupt). We cgll this
stored to what they were before they were changed b?tate&hyphgn,savmg_ har_dwarg because_t_he main proc-
the interrupting instruction. This is accomplished essor state is saved in situ while the auxiliary processor

through several dedicated shadow registers. ShadoJp_Processing the mter_rupt. The auxiliary pé!ocessor
registers are also used in the MC88100 concept is not new, dating back at least to Kéllan
If the shadow register concept Wére extended aauxiliary processor and the extended shadow registers
shadow register would be associated with every proéesgiscussed earlier are logically equivalent because both
save the entire processor state. Only the location where

sor register, both architected and implemented. A proc- . SR :
essor could then save its entire state so that no stafe'c state is saved is different. With extended shadow

serialization would be required when an interrupt oc- regi_s_ters the state is saved ir_] special_registers; with an
curred. This type of hardware is callesktended auxiliary processor, the state is saved in situ.
shadow registers.

Although we are unaware of any machine that saves S
its state so comprehensively, extended shadow registerState-serializing hardware
offer an attractive alternative for processors in which After deciding what type of state-saving hardware they
state serialization is difficult, such as superscalar proc-need, designers will consider at least some of the fol-
essors. The drawback of this technique, however, is thatowing state-serializing hardware.
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Architecture. The simplest type of state-serializing Interrupt-processing phases
hardware is a “clever” architecture, one designed such
that instructions Complete Serially and don't cause anyNow that we've Surveyed the predominant techniques
processor state changes that would need to be undone #yailable, let's examine interrupt processing in the
an interrupt occurred. (This implementation was illus- context of what we have defined as phases. Our pur-
trated in Figure 4.) Many of the processors we exam-pose is to see what tasks are involved with each phase,
ined achieve this architecture by making the last pipe-then to learn which implementation choices are avail-
line stage the only one that could cause processor statgble to the designer. Note that design choices for dif-
changes, such as the Sun Sparc, Motorola MC88000ferent phases are not independent—choices made in
DEC 21064, and Advanced Micro Devices 29000. one can limit those made in later phases.

The phases are as follows:

Result shift registers. In a result shift register im- . petect the interrupt.
plementatior, instruction issue is forestalled, if neces-
sary, to ensure that processor state changes occur sefi- Finish pending instructions.
ally. Because instruction results are not committed until |
the processor is certain that the instruction didn’t cause
an interrupt, there are never any processor state Save the process state.
changes to undo.

Undo process state changes.

* Run the interrupt handler.

* Resume the interrupted process.
Reorder buffer. In this implementation, a special

memory area called the reorder buffer stores instruction
results. Instructions are allowed to issue and/or com-
plete out of order, but the results are committed, in or-
der, by the reorder buffer as they become available an
only after the processor is certain that the instruction
hasn’t caused an interrupt. The reorder b@iffan be
viewed as a generalization of the result shift register.

Figures 6 through 11 illustrate these phases. Each
ists the possible hardware implementations to fulfill
that phase and, where applicable, lists processor exam-
ples that use that particular technique. Many branches
of the taxonomy diagrams have no processor listed.

Register update unit. A register update unit9 lets a This just means that none of the relatively narrow set of
serial processor state be maintained like a reordeFONCUITeNt processors we examined use the technique.

buffer. It also resolves dependencies using an extendeg[jhewe assume a pipelined architecture as the basis for

version of Tomasulo’s dependency resolution algo- Q'SCUSS'O_F' that follows. _For a processor wh_ose
rithm.20 functional units are not pipelined, interrupt handling

will likely be simpler in some cases than what we dis-
cuss. More information on this taxonomy can be found

; ; 2
History buffer. In this implementation, a special in the literature’

memory area called the history buffer stores old proc-
essor state information as it is replaced by new state .
information. When an interrupt occurs, the old proces-Phase 1: Detect an interrupt
sor state information is read from the history buffer to The source of a detected interrupt (see Figure 6) can be
restore the processor to its state just before the interrupqutomatically identified by the processor or identified
occurred. History buffers, which are used in Motorola’s later by the interrupt handler. Identifying the source of
MC88110, are described in more detail by Smith andthe interrupt is done in phase 5. In this taxonomy, the
Pleszkur and by Ullah and Holl& detection of an interrupt within an instruction means
that an interrupt can be detected while an instruction is
actually inside one of the pipeline’s stages. Interrupts,
Future file. Two separate register files are main- such as page faults, that are detected within an instruc-
tained—the future file, which is updated continuously tion are usually internal. External interrupts, on the
as the processor operates, and the architectural filepther hand, are usually not detected until the processor
which is updated in order by a reorder buffer. When anadvances all the instructions in the pipeline from one
interrupt occurs, the architectural file is copied into the stage to the next. This is referred to as detecting inter-
future file’ thus effectively backing up the processor rupts between instructions, and all the processors we
state to a serially correct point before the interrupt. examined do this.
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Implementation choices

Auto-detection of internal interrupts

Interrupt-processing phase — Automatica lly detected — implemented in processors 1-15

Detect the interrupt —

Save the process state

by the processor

Detection between

; e - Not automatically Auto-detection of instructions )
FIEh pendiig i hon: detected by the external interrupts — implemented in
Undo state changes processor (polling is processars 1-15

used instead of interrupts)

Run interrupt handler Processor examples
1. AMD 29000 9. Intel Pentium . i
Resume interrupted process 2. DEC 21064 {Alpha) 10. Motorola MC68020 Cetection within
3. DECVAXBEDO 11 Motorola MC68030 instructions — string
4. Fairchild Clipper  12. Motorola MCeS040 move instructions
5. MIPS R4000 13. Motorola MC88100 implemented
6. IBM R5/6000 14, Motorola MC88110 in processors
7. Intel 80386 15. Sun Sparc 3, 7.and 8
8. Intel 80486

Figure 6. Phase 1: Detect the interrupt.

Phase 2: Finish pending instructions

completely unexecuted by Smith and Pleszkun’s second

Here, the processor either completes the pending in- precise-interrupt condition. If precise interrupts aoe
structions (those that execute before the interrupt han- ~ P€ing implemented, this phase is unnecessary. (See
dler is run if precise interrupts are to be implemented) Figure 8.) _

or does nothing. If the interrupted process will not re- Some processors only partially undo process state

sume, the instructions issued before the interrupting changes in some cases. There are two possible reasons
instruction can be discarded instead of executed. (See  for this. A particular processor might not need to make

Figure7.)

Phase 3: Undo process state changes

In this phase, the processor undoes any process state
changes that were caused by instructions required to be

interrupts entirely precise to ensure that the interrupted
process runs correctly after resumption; or the inter-
rupted process can't (or won't) resume, SO precise in-
terrupts are unnecessary. Phases 2 and 3 together ac-
complish what was earlier called state serialization.

 — Implementation chaices ]

Interrupt-processing phase

Detect the interrupt

Finish pending instructions

Undo state changes

Save the process state

Run interrupt handler

Resume interrupted process

* Since the length of the Sparc
pipeline is implementation-
dependent, there may not
be any instructions to run
to completion.

** For catastrophic interrupts, many
processors use this choice because
the program doesn't have to
continue.

Figure 7. Phase 2: Finish pending instructions.
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Run to completion
— implemented in processars 1-15%

Do nothing**

Processor examples
1. AMD 249000 9. Intel Pentium
2. DEC 21064 (Alpha) 10. Motorala MC68020
3. DEC VAX 8600 11. Motorala MCG8030
4. Fairchild Clipper  12. Motorola MC68040
5. MIPS R4000 13. Moterola MC88100
6. IBM RS/600D 14. Motorola MC88110
7. Intel 80386 15. Sun Sparc
8. Intel 80486
9



e — Implementation choices -]

__ Nostate

Interrupt-processing phase
changes to undo

Detect the interrupt

Finish pending instructions.

Undo state changes

Save the process state

Run interrupt handler

Resume interrupted process

Completely undo
— internal state

changes
Processor examples
AMD 29000 .
DEC 21064 {Alpha) Partially undo
DEC VAX 8600 — internal state
Fairchild Clipper changes

RIPS RA000

IBM RS/6000

Intel 80386

Intel 80486

Intel Pentium
Motorola MCE2020
Motorola MC63030
Motorola MCE3040
Motorola MC83100
Motorola MC83110
Sun Sparc

| Don'tundo

SEMNANSWN

| Completely undo

Fap

15.

| Partially unde

* For some interrupts, soma registers
are restored to the values they had
before the interrupting
instruction began.

L Don'tundo

Figure 8. Phase 3: Undo process state changes.

Phase 4: Save the process state
Here, the processor saves the state that will be restored in
phase 6. Saving occurs after pending instructions are
allowed to complete in phase 2 and state changes are
undone in phase 3. The program counter saved in this
phase generally points to the first instruction that will be
loaded into the processor after the interrupt handler com-
pletes, but this can vary in individua implementations.
About half of the processors cited in Figure 9 (see
next page) use stacking for state saving. Thisis feasible
because the process state was aready serialized in
phases 2 and 3, so there is not much state to save. The
state, while not explicitly saved in the auxiliary proces-
sor branch of the taxonomy, is preserved in situ as de-
scribed earlier. The only branch in which absolutely no

external state changs

— Serial-completion {"clever") architecture
— implemented in processars 1, 4, 5, 10, 11, and 15

— Result shift register
— Reorder buffer
'— Register update unit

— Shadow registers
— implemented in processors 7, 8, and 12

— Shadow stacks
— implemented in processor &

— History buffer
— implemented in processors 3 and 14

'— Future file

— Shadow registers
— implemented in processor 8%

" shadow stacks

external state changes

— History buffer

internal state changes
— implemented in processors 2 and 13

e?' Checkpointing

—| Checkpointing

external state changes

memory by specialized hardware or microcode rather
than by a software interrupt handler. However, we are
unaware of any processors that do this.

In an interrupt vector approach, starting addresses
of the interrupt handlers are stored in a table where the
processor can access them when an interrupt occurs.
Special-purpose hardware identifies the cause of the
interrupt and loads the correct interrupt vector into the
program counter. Interrupt registers or devices could be
polled in the interrupt handler invoked here, although
this polling does not determine which interrupt handler
to run.

When an interrupt occurs in an interrupt register
implementation, identifier bits are set in a register by
the interrupting device to indicate the source of the

state saving or preservation takes place is “no procesiterrupt. The processor or the interrupt handler tests

resumption” branch.

Phase 5: Run the interrupt handler

This phase involves two tasks: The processor identifies

this register and takes the appropriate action. The IBM
System/360 and System/370 use this technique for ex-
ternal interrupts.

Another implementation possibility for external in-

the interrupt handler that needs to be run, then runs itterrupts is software polling. An interrupt handler is in-

(See Figure 10.)

voked in software polling when an external interrupt

Some interrupts (for example, a page fault) might occurs. The i_nterrupt hqndler must then poll the 11O
be designed so that no software interrupt handler isdevices to discover which one of them caused the
required. The necessary page could be loaded into maifiterrupt.

Originally published in Computer, June 1995, pp. 36-46.
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Interrupt-processing phase

Detect the interrupt

Finish pending instructions

Undo state changes

Save the process state

Run interrupt handler

Resume interrupted process

— Implementation choices

— State save

— Checkpointing
[— Stacking
I— Shadow registers
— implemented in processors

1,13,and 15

I— Shadow stacks
— implemented in processor 6

[— History buffer
— implemented in processors

— implemented in processors 2, 4, 5, 7,8, 10, 11, and 12

Processor examples

. AMD 23000

. DEC 21064 (Alpha)
DEC VAX 8600

. Fairchild Clipper
MIPS R4000

1Bk RS/B000

. Intel 80386

. Intel 80486

Figure 9. Phase 4: Save the state of the process.

Interrupt-processing phase

Detect the interrupt

Finish pending instructions

Undo state changes

Save the process state

— Future file

Auxillary processor
— Mo state save {

No process resumption

[N BN W ST SR

3and 14 . Intel Pentium

. Metorola MCG8020
. Motorola MC68030
. Motorola MC68040
. Maotorcla MCB3100
14. Motorola MC88110
. Sun Sparc

[T Y

ul

— Implementation choices

— No interrupt handler

— Interrupt vectar
— implemented on processors 1-15

— Interrupt register

Run interrupt handler

Resume interrupted process

— Software polling

Processor examples

1. AMD 25000 9. Intel Pentium

2. DEC 21064 (Alpha) 10. Motorola MC68020
3. DEC VAX 8600 11. Motorala MC68030
4. Fairchild Clipper  12. Motorola MC68040
5. MIPS R4000 13. Motorola MCB2100
6. IBM RS/6000 14. Motorola MC88110
7. Intel 80386 15. Sun Sparc

8. Intel 80486

Figure 10. Phase 5: Run the interrupt handler.

Phase 6: Resume interrupted process

The interrupted process resumes from the process state
that was saved in phase 4 (see Figure 11). The instruc-
tions that are being either completely or partialy re-
executed in this taxonomy are those that were required
to be completely unexecuted by Smith and Pleszkun’s

In complete re-execution, all these instructions are
restarted from the beginning of the pipeline. In partial
re-execution, these instructions are backstepped either
an integral number of pipeline stages (atomic stage
backstep) or are some number of clock cycles less than
a full pipeline stage (partial stage backstep). Partial
stage backstep is possible only in a pipeline with a

second condition, but which were already far into the stage that sometimes requires more than one clock cy-

pipeline when the interrupt occurred.

Originally published in Computer, June 1995, pp. 36-46. 11
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Irtarrupt-processirg phase

Dctect the inte -rupt

Finish pending instructions re-execution

lnda state changes

Save Lhe process slale

Run interrupt handler

Resume interrupted process —

—Partial instruction

Processor examples re-execution

AMD 25000

. CEC 21064 (Alpha)
CEC VAX 3600

. Fairchild Clipper
IMIPS RA0CO

IBRA RSO0

. Intel B85

. Intel 80483

. Intel Pentium

10. Molorola MCRBO20
11. Motorcla MCAS030
12. Motaorela MC68040
13. Motorola MC881C0
11. Motorola MC88110
15. Sun Sparc

0O NN S

*  |he strategy used here is implementation deseadant,

— Complete instructior

Imglementation choices 1

Restart from beginning of pipeline
— implemented in processors 1-8, 10-12, 14,
and 15%

Resld L from checkpoint
— Shadow registers

— Shadowy stacks

Atamic stage

backstep — History buffer
— Future fils
— Shadow registers
— Shadow stacks
Partial stage
badkstep — History buffer

— implementad in
processor 3%%

— Future file

Restart from wait
— Instruction 4‘
continuation Continue “rom save

implemented in processors 87, 1277, and 13

A% Snme types of instrurtinng, such A< string, are harked un less than ane pipeline stage and partially re-axented
T the irterrupting irstruction veas a fault, the interrupting instruction is continued.
Tt The MC68020, MCEBO3D, and MUS8040 use an ' Instruction continuation — Continue from save” st-ategy for bus er-ors and

page laulls.

Figure 11. Phase 6: Resume interrupted process.

For instruction continuation, work previously done
by the processor need not be redone. There are two
methods by which continuation can occur. The first is
by an auxiliary processor that handles interrupts so that
the main processor is stopped when the interrupt occurs
and restarted after the interrupt is handled. In the sec-
ond method, continuation occurs when the process state
saved by the processor in phase 3 is so complete that no
work need be redone when the interrupted process
resumes.

Interrupt-processing caveats

With respect to commercial processors, any attempt to
categorize their interrupts in accordance with our ap-
proach might show that for a given processor, different
types of interrupts use different processing strategies.
For example, on many processors, some instruc-

capability, as it is usually either unnecessary or too
costly to implement.

We can therefore conclude that, to be completely
accurate, each possible processor interrupt (or type of
interrupt) should be classified on an individual basis.
As a whole, processors tend to resist being conven-
iently classified because of the kinds of special cases
just described.

Conclusion

As systems designers evaluate the sometimes-
perplexing array of hardware options, it might appear
that the task of designing interrupt-processing strategies
becomes increasingly complex. Processors are more
concurrent today, and a processor's performance and
ease of design depend on the choice of interrupt-

tions—such as those for moving memory blocks processing strategy. When (and if) new processor im-
around—take a long time to execute. If it took 2,000 plementations, such as VLIW (very long instruction
processor cycles to execute such an instruction, an inword), come into wider use, the design choices will be
terrupt at the 2,000th cycle could cause the processor tentirely different from those of today’s processors. Our
redo 1,999 work cycles. Consequently, most processorgaxonomy approach, which encompasses several possi-
have a specific mechanism to continue instructions likeble hardware techniques (both old and new) can help
this from an intermediate step in the calculations, ratherlessen the difficulty of design, although our approach
than having to restart the whole instruction (for exam- does not—cannot, in fact—address all situations for
ple, Intel's Repeat String instruction). However, most designers sorting through myriad interrupt-processing
types of interrupts on a given processor do not have thi¢echniques and implementations. However, our ap-

Originally published in Computer, June 1995, pp. 36-46.
Copyright (0 1995 IEEE. All rights reserved.



proach does capture the essence of interrupt-processing
possibilities and, in that way, it can help designers of
next-generation computers.
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